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myip

Check IP and Ports

IP

e What is my IP address

e Am | Behind A Proxy?

¢ [P Location Finder

e TRUE IP address ranges

e Understanding TCP/IP addressing and subnetting basics

DNS

What's My DNS Server?

Trace DNS Delegation

DNS Nameserver Spoofability Test

Check nameservers used

Dig web interface

How to run your own DNS Resolving Server

SSL & Ports

e SSL Checker

e Port Forwarding Tester

e Open Port Check Tool

e Verifying Which Ports Are Listening

Whois

e Whois Lookup

Speed

3BB Speed Test

Pingdom Website Speed Test
What is my browser's User Agent
Internet Explorer User Agents
GTmetrix
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http://whatismyipaddress.com/
http://amibehindaproxy.com/
http://www.iplocation.net/
http://tools.tracemyip.org/search--org/true+internet
https://support.microsoft.com/en-my/help/164015/understanding-tcp-ip-addressing-and-subnetting-basics
http://www.whatsmydnsserver.com/
http://simpledns.com/lookup-dg.aspx
https://www.grc.com/dns/dns.htm
https://dnsleaktest.com/
http://www.digwebinterface.com/?hostnames=&type=Reverse&ns=resolver&useresolver=8.8.4.4&nameservers=
https://www.youtube.com/watch?v=nlvJ6ZaaWLU
https://www.sslshopper.com/ssl-checker.html
http://www.yougetsignal.com/tools/open-ports/
http://canyouseeme.org/
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/3/html/Security_Guide/s1-server-ports.html
http://whois.domaintools.com/
http://speedtest.3bb.co.th/
https://tools.pingdom.com
http://www.whatsmyua.com/
https://msdn.microsoft.com/en-us/library/ms537503%28v=vs.85%29.aspx
https://gtmetrix.com
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